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0SS supply chain security

OSS supply chain security

s
e OSS are at the heart of modern and modular R ™
software[1]
e 96% of studied private software contained OSS VIL
dependency [1] [2] %i‘rcégggg
IN NEBRASKA HAS
BEEN THANKLESSLY
e A software attack surface includes all its OSS L e 2005
dependencies =
- -

OSS security is critical

[11 https://www.linuxfoundation.org/hubfs/Research%20Reports/Ifr_harvard_censusll_mar2022_042824b.pdf?hsLang=en
[2] https://www.blackduck.com/resources/analyst-reports/open-source-security-risk-analysis.html#introMenu
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0SS supply chain security

One-day vulnerability

e Definition : Vulnerabilities that are publicly known, but not fixed yet in a
software you use

e Challenge : identify them quickly and exhaustively, then apply
countermeasure

AKCVE-2024-3094 Detail JKCVE-2021-44228 Detail

Description Description

Malicious code was discovered in the upstream tarballs of xz, starting with version 5.6.0. Through a series of complex obfuscations, the Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security releases 2.12.2,2.12.3, and 2.3.1) JNDI features used in configuration, log

liblzma build process extracts a prebuilt object file from a disguised test file existing in the source code, which is then used to modify specific messages, and parameters do not protect against attacker controlled LDAP and other JNDI related endpoints. An attacker who can control log
functions in the liblzma code. This results in a modified liblzma library that can be used by any software linked against this library, messages or log message parameters can execute arbitrary code loaded from LDAP servers when message lookup substitution is enabled.
intercepting and modifying the data interaction with this library. From log4j 2.15.0, this behavior has been disabled by default. From version 2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has

been completely removed. Note that this vulnerability is specific to logaj-core and does not affect logdnet, logdcxx, or other Apache Logging
S Services projects.
Metrics
strings. € A
CVSS 3.x Severity and Vector Strings: Metrics ‘ CVSS Version 4.0

ERSl  Cvss Version 2.0

g5. C
G CNA: Red Hat, Inc. Base Score: m Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H CUSS 3.x Severity and Vector Strings:

@ NIST: NVD Base Score:

Vector: CVSS:3.1/AV:N/AC:L/PRN/UIN/S:C/C:H/I:H/A:H

xz utils backdoor Log4/ vulnerability



0SS supply chain security

One-day vulnerability in open source via declared dependencies

e Well-known and documented challenges

® MCIny tOOIS GVG”G ble (OSV scanner, OWASP Dependency check, Snyk, Gitlab Dependency scanning, Dependabot ...)

e Based on CVE Databases (osv, NvD, cVE List, etc)

o CVE Database e Vulnerable version 3 Dependency analysis
Database tools

Start from CVE database
where vulnerability
introduction and fixes are

declared

Local history analysis to Detect dependency to
enumerate vulnerable version a vulnerable software version

https://owasp.org/www-project-dependency-check/
https://docs.dependencytrack.org/datasources/snyk/
https://docs.gitlab.com/ee/user/application_security/dependency_scanning/
https://docs.github.com/en/code-security/dependabot
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0SS supply chain security

One-day vulnerability in open source via forking
Definition :
e Creating a new repository by copying the source code and the history of an existing project [1]
e Shared commit fork [2] : Two repositories are considered as forks if they shared a commit

Typical scenario :
1) Start from existing OSS (e.g. QEMU)
2)  Create your own (e.g. Panda-re)
3) Periodically integrate changes

More than 40% of
repository hosted on
GitHub are forks 13

() () () Panda-re
3 > N
& A &
A Qwe" e”e"
(@ REEEER - O O O QEMU
& - & g °
06’5‘:5 & 9«*" &
Legend
(O Commit < Parent commit(s)
Deduplicated git history in a fork ecosystem
[1] Shurui Zhou, Bogdan Vasilescu, and Christian Kastner. 2020. How has forking changed in the last 20 years? a study of hard forks on GitHub. ICSE '20
[2] Antoine hiroli. 2020. Forking Without Clicking: on How to Identify Software Repository Forks. MSR' 20 5

[3] Analysis based o

f April 3, 2024



0SS supply chain security

One-day vulnerability in open source via forking

e Any commit can introduce a new vulnerability.
e Or it can fix an existing vulnerability.
e What happens if a project is forked between introduction and fix of a vulnerability?
e Itinherits the vulnerability, . . . until the change with the fix is integrated.
............................................................................................................................
O @ Panda-re

,\:,‘::';3':3','(',',‘,’ .......... S
. . ............. @ ] QEMU

Q;b‘pb“ v ,p-"éo 0’&6\10

............................................

Legend
kVulnerability introduction commit @ Vulnerability fix commit @ Presumed vulnerable commit O Non vulnerable commit <= Parent commit(s)




0SS supply chain security

One-day vulnerability in open source via forking

Any commit can introduce a new vulnerability.

Or it can fix an existing vulnerability.

What happens if a project is forked between introduction and fix of a vulnerability?
It inherits the vulnerability, . . . until the change with the fix is integrated.

dev
.............. "" "‘, "‘, "‘, Panda-re
o v > o)
C i < i &
ubg"( o"@ g e"& o
ey e R e e e S i e T A
. introduction fix
® O0—@  @——@ e O« O ® QEMU
¢ o oS & &® A
a { G5 o © 3
& & o & ot A%
Legend
Vulnerability introduction commit @ Vulnerability fix commit @ Presumed vulnerable commit ©Missed presumed vulnerable commit O Non vulnerable commit < Parent commit(s)

Current approach failed to handle vulnerable commit in forks

One-day vulnerability related to forking is not studied




0SS supply chain security

Detecting One-Day Vulnerabilities in Open-Source Forks
Challenges

TTES

1. Forks identification 2. Large Scale analysis

Forks can be hosted on
heterogeneous forge.



Research question

RQ1 - Is it feasible to propagate the information about which commits
introduce and fix known vulnerabilities to the global commit graph of
public code?

RQ2 - Can we use the global vulnerability propagation to identify unpatched
forks?



RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

The Open Source Vulnerability (OSV) database as input

@SV

Open Source

Vulnerabilities
"ranges": [ {
:::SZI: \:t github.com/owner/repo’
e Standardization initiative [1] Gianld e
‘ ; £ Tixed™: "Y" -3,

e Map vulnerability with affected '

software version and/or N— ;

. . . ast_affected": "Y" },

vulnerability event on git history

e Aggregate multiple database { "limie®: ™" 3,

[1] https://ossf.qithub.io/osv-schema/ 10


https://ossf.github.io/osv-schema/

RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

Software Heritage, a perfect candidate

Cross forges Deduplicated model

© Bitbucket $ Q |t

2,578,359 origins < 56,983 origins % 31718 origins "
(©debian o) Panda ¢ Qemu )
27,377 origins < 139,881 origins < 78,672 origins < hitps://github.com/Panda-re/Panda P e
GitHub gitles & GitLab === s
232,393,948 origins < 23,763 origins < 5,649,327 origins % B ¢
——— oy SNAPSHOT SNAPSHOT
¥+ git Gogs
3476 origins < 260 origins % 1751100 origins %
\ Guix [
G397 origins < ss4origins < 1522 origins ¢
o ~ e
launch Maven %2 NixOS
631,066 origins. < 31281 origins % 48,864 origins <
4,003,267 origins < 5397 origins P P R
% % W
edora . 2 oV & e e > @ A &
X PAGURE (® Phabricator @ pub.dev & @ A L) < < o2 Ca L3 o
72,458 origins < 223 origins < 57,087 origins <
thor -
PaRe &> SOURCEFORGE stagit
s70a73 oigins % 382.294 rigins g 3270rgins 2

Di Cosmo, Roberto & Zacchiroli, Stefano. (2023). The Software Heritage Open Science Ecosystem. 10.1007/978-3-031-36060-2_2. 11



RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

Experimental Protocol

1 2 3

Y Data collection —>J Data Preparation —>J Commit Labelling

A @ Q<—0<t: -0

< < (s) "”’o R

I/a\2’$t OSV w"’/b,, . '
SWH-graph OSV database Data cleaning and Application of the propagation
2024-05-16 2024-11-27 augmentation

algorithm to the SWH-graph

12




RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

Data preparation o

. } ’l@ Data Preparation } %Commi!Labelling |

4
vl
<3 <
Py
v

SWH-graph
2024-05-16

drm/amdgpu/smul3.0.7: print index for profiles
@ alexdeucher

{"introduced":A},
Print the index for the profiles.
{"fixed":B}
Closes:
Reviewed-by: Kenneth Feng <kenneth.feng@
. Signed-off-by:. Alex Deucher <alexander..deucher@
(cherry picked from commit )

.
%
%
(<]
[\
(3

sV S SRR

OSV database Data cleaning and Application of the propagation
2024-11-27 augmentation algorithm to the SWH-graph

{"introduced":A},
{"fixed":B},
{"fixed":B'}

https://ossf.qgithub.io/osv-schema/

13
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RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

Labelling

L : ] (2 : ] . )
Data " >[” Data Prep, " Commit Labelling
sy e
Y S e o
SWH-graph OSV database Data cleaning and Application of the propagation
2024-05-16 2024-11-27 augmentation algorithm to the SWH-graph
Fixed Limit Last Affected
introduced fixed introduced limit introduced last affected
Algorithm that label
< Panda D < Qemu D)
" hps:figithub.com/Panda-re/Panda = «
el > " htpsiigithub.com/Qemu/Qemu ) b d O SV t
B e ased on even
Vs sl R N - = .
SNAPSHOT ‘SNAPSHOT SNAPSHOT‘ S e m a ntl C
Vulnerability
introduction
¥ o &» o2
o5 2 & o
& & ! A & & &
Legend
@ Vulnerability introduction commit @ Vulnerability fix commit or d v QO Non vulnerable commit < Parent commit(s)

14
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Results

Original repository -Jll7 162

Forks - I > 270 180
104 10° 10° 107

Fig 1. Number of forks having at least one vulnerable commit.

git.kernel.org
googlesource.com -
salsa.debian.org -
googlecode.com -
git.launchpad.net
gitlab.freedesktop.org
gitorious.org
bitbucket.org
gitlab.com
github.com

Forges
“um-

Other (302 sources) - ———
03 104 105 106
Number of forks (Log Scale)

=

Fig 2. Number of forks having at least one vulnerable commit by forge.

RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

9
g
g
-

llecti [ i Commit Labelling |
b HE: -0
pL= sV @ ", ® ©
SWH-graph OSV database Data cleaning and Application of the propagation
2024-05-16 2024-11-27 augmentation algorithm to the SWH-graph

7 162 OSV referenced repos

2.2 M associated forks with at
least a vulnerable commit

From more than 302 forges

15



RQ1 - Is it feasible to propagate the information about which commits introduce and fix known vulnerabilities to the global commit graph of public code?

Res u |tS F) Data i } ’l@ Data Pr i } ? Commit Labelling |
@SV G LR

SWH-graph OSV database Data cleaning and Application of the propagation
2024-05-16 2024-11-27 augmentation algorithm to the SWH-graph

72 M commits presumed
vulnerable on referenced

repos

86 M commits
presumed vulnerable on
forks



Research question

RQ1 - Is it feasible to propagate the information about which commits
introduce and fix known vulnerabilities to the global commit graph of public
code?

RQ2: Can we leverage the proposed global history analysis approach to
detect at scale one-day vulnerabilities in real-world forked OSS?

17



RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS?

Experimental protocol

1
Identification of forks] Filtering high-impact ]

with unpatched heads forks and vulnerabilities

Potential one-day Restrict the evaluation to
vulnerable forks forks with actual user bases

Vetting of one-day
vulnerable forks

Author and maintainer
evaluation of the precision

18



RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS?

of forks Filtering high-impact Vetting of one-day

with unpatched heads forks and vulneral vulnerable forks

Potential one-day Restrict the evaluation to Author and maintainer

1 - I d e n t i fyi n g u n p G tC h e d fo r' k S vulnerable forks forks with actual user bases evaluation of the precision

C Panda C emu D
4

¢ httpsi/igithub.com/Panda-refPanda ) p-—

https://github.com/Qemu/Qemu

T

[ ]
‘ SNAPSHOT ‘ ’ SNAPSHOT | SNAPSHOT |
‘ |

— - e —

Vulnerability
introduction

1.7 M forks with an
unpatched head among

s o o
o % A (5 b o
& & & 5 & & &
the 2.2 M
@ Vulnerability introduction commit @ Vulnerability fix commit @ Presumed vulnerable commit QO Non vulnerable commit <= Parent commit(s) "

19



2 ©)
. . . _ e ~ 2 :
RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS? ification of forks Filtering high-impact Vetting of one-day
with unpatched heads forks and vulnerabilities vulnerable forks

Author and maintainer

2- Filtering high-impact forks and vulnerabilities e memmsen, e

Popularity Filtering Scope Limitation Divergence Filtering
P d . .
F(’)rz:l[r)r;ed Orzzt:;:; - Github Stars > 100 - Vuln with CVSS>7 - Exclude fork that do F(’)resuI;ned
Vulner ab"‘i’ti s Viiliierabilities - Github Forks > 10 - Fork Not archived not contain files modified ne=Day*
- Fork main branch impacted or deleted by the fix Vulnerabilities

related to github forks|

- Latest commit date > 2023-01-01
- Exclude cross-referenced (vuln,fork)

1 763 500 forks 1 453 298 forks 1 364 forks 179 forks 86 forks 86 forks
15 117 vuins 14 399 vulns 5 503 vuins 617 vuins 347 vuins 347 vulns
53 496 067 (vuin,fork) 40 957 631 (vuln,fork) 30 665 (vuln,fork) 1 040 (vuin,fork) 586 (vuin,fork) 586 (vuin,fork)

86 forks with 586 (vuln,fork) presumed one-day vulnerabilities

20
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RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS? ification of forks Filtering high-impact Vetting of one-day
with unpatched heads forks and vulnerabilities vulnerable forks

Potential one-day Restrict the evaluation to Author and maintainer

3 - Vetti n g Of O n e - d O y V u | n e rG b | e fo rkS vulnerable forks forks with actual user bases evaluation of the precision
Author evaluation

No equivalent
patch applied

Data Quality Filtering Cherry Pick Correction

- Exclude manually - Apply locally fine grained 135 (vuin,fork)
vulnerability where the fixed heuristic to handle missing
commit point to release cherry pick of fix (based on
commits or non-code related patch-id and not commit

modification message)

Author
Evaluation

Presumed
One-Day
Vulnerabilities

One-Day
Vulnerabilities

Presumed
One-Day
Vulnerabilities

POSITIVE

Equivalent patch applied 26 forks
86 forks 49 forks 41 forks 41 forks | 110 vulns
347 vulns 204 vulns 152 vulns 152 vulns 60 (vuin,fork) 135 (vuln,fork)

586 (vuln,fork) 330 (vuln,fork) 195 (vuln,fork) 195 (vuln,fork)
FALSE POSITIVE

Detecting equivalent patch that could have been applied by fork maintainer

135 positive and 60 false-positive one-day vulnerability (fork,vulnerability)

69 % of precision
21
i



2 ©)
. . . _ e ~ 2 :
RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS? ification of forks Filtering high-impact Vetting of one-day
with unpatched heads forks and vulnerabilities vulnerable forks

Potential one-day Restrict the evaluation to Author and maintainer

3 —_ Vetti n g Of O n e —_ d O y V u | n e rG b | e fo rkS vulnerable forks forks with actual user bases evaluation of the precision
Maintainer evaluation

Maintainer

Maintainer
AfSWeT} confirmation
Presumed Maintainer "\ 13 (vulnfork) .y intainer 9 (vuln,fork) One-Day

Vulnerabilities

One-Day Notification Evaluation

Vulnerabilities

CONFIRMED

26 forks No Answer / 6 forks
110 vulns excluded 4 (vuln, fork) 8 vulns
135 (vuln,fork) 122 (vuln, fork) 9 (vuln,fork)

FALSE POSITIVE

Maintainer response = the only ground truth

9 positive and 13 false-positive one-day vulnerability (fork,vulnerability)

69 % of precision
22
i



RQ2: Can we leverage the proposed global history analysis approach to detect at scale one-day vulnerabilities in real-world forked 0SS?

Confirmed cases

Panda.re

Fork of QEMU System
emulator and virtualizer
CVE-2019-13164

@m go-nv/goenv

‘ Fork of pyenv for go
o~ CVE-2022-35861

AXPERIA Fork of linux kernel for xperia dev community

Sony Smartphone

sonyxperiadev/kernel

CVE-2021-45485
CVE-2021-4154

bitcoin-sv/bitcoin-sv
Fork of bitcoin
CVE-2021-37492

23



Integration in software development processes

Integration in software development processes

Vulnerability Database

Origin

Y

is to? | CVE

A

CI/CD dependencies IDE dependencies

analysis analysis
| |

Is the fork version | depend on affected by a one-day
vulnerability discovered in the ecosystem?

Tooling CI/CD fork status lookup Manual fork status lookup
Scenarios Is the fork | develop affected by a one-day Is the fork | use affected by a one-day
vulnerability discovered in the ecosystem? vulnerability discovered in the ecosystem?
T .
0 o2
Y ! cgz
Actors e I ;
A *., Fork Maintainter Fork End Users
. re fork .
e T BT . |
% /'€——Belongs to ( < Uses as a dependency:
Software . .

""" Fork

Fork Ecosystem

g
|
Maintainer of a project that depends on a fork

Maintain

Dependant




Integration in software development processes

Prototype : Enabling fork status lookup

Database lookup
didyouforkgetit.dev

/>

A
v
ons,

T
)
</:

<

*" ézzéu— 2,

S

CVE-2019-13164 X
osv-output/CVE-2019-13164.json

Did you forkget it?
Global history analysis to detect one-day vulnerabilities in open source forks

Summary

qemu-bridge-helper.c in QEMU 3.1and 4.0.0 does not ensure that a network interface name (obtained from
Search over more than 2.2M forks and 158M commits bridge.conf or a --br=bridge option) is limited to the IFNAMSIZ size, which can lead to an ACL bypass.

https://github.com/panda-re/panda Repository URL Ll

qemu-bridge-helper.c in QEMU 3.1and 4.0.0 does not ensure that a network interface name (obtained from

“ bridge.conf or a --br=bridge option) is limited to the IFNAMSIZ size, which can lead to an ACL bypass.

Severity

CVSs_v3:  7.80

Filter Results. Showing 2 of 546 results
» Show CVSS Vector
CVE Identifier Branch Name
CVE-2019-13164 Filter by branch... Clear Filters.

Affected Packages
Severity Level
Critical High Medium Low None Version Ranges:

Type: GIT
Repo: https://github.com/qemu/qemu

Vulnerable head

Fixed: 03d7712b4bcd47bfe0fe14ba2fffa87e111fa086

commit identifier .
# refs/heads/dev 1win (SWH | D)

CVE-2019-13164 >

Associated fixed

Revision ID: swh:1:rev o18ddcidfef

.
Origin: https://github.com/panda-re/panda COI I “ I Ilt

(| Show branches that do not contain refs/heads




Integration in software development processes

Prototype : Go dependency analysis
Approach

1
ﬁi)x‘tract go dependencies ’ A" forkgetit database lookup o ependir;z){sunalysm

Perform a lookup on the raw
database (without divergence /
data quality filtering)

Parse go.mod to extract
version of each
dependency

Report depenencies to
presumed vulnerable software

Case study

1
fc)rdwl 1000 Go project Fork dependency analysis Analyse report

10 unique presumed
vulnerable fork dependency in
21 repositories

Apply fork dependency analysis

Crawl| 1000 most popular
for each project

Go project on GitHub

21 repositories reported as dependent to presumed vulnerable forks

26




Integration in software development processes

Responsible disclosure
The case of CVE-2025-62518 called “Tarmagedon”

7,000,000 - ] Legend
[ Patched
6,000,000 - [ Affected, manual patch availble
[ Affected
44 5,000,000~ ¢~ Forked from
o 3 All-time downloads
=} .
E 4,000,000 B Recent downloads
8 3’000’000 - Date of data collection : 30/10/2025
2,000,000-
1,000,000 -
0 — -
async-tar - tokio-tar “ krata-tokio-tar astral-tokio-tar
Original repository (—Most Popular , abandoned 1Archived hMaintained
Latest crate update latest crate update : Latest crate update : Latest crate update :
Oct 22 2025 Jul 14 2023 | Sep10 2024 | Oct 212025

27




Conclusion
RQ1 - Labelling global commit graph with vulnerability information

- Global history analysis based on SWH
- 2.2 M forks with presumed vulnerable commit

RQ2 - Detecting one-day vulnerabilities in real-world forked OSS

- Author evaluation : 135 positive one-day with 69 % of precision
- Maintainer evaluation : 9 confirmed positive over 13 response

Perspective : Integration in software development processes

Thanks !

Database lookup
didyouforkgetit.dev

[m] 3 32 [=]

: oF
i
=

Preprint

28




